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Securing safety-critical railway command and control systems is
still a challenging task, as both safety and security requirements
have to be considered at the same time. This is particularly
critical once commercial off the shelf and open networks are
considered, which increase the attack surface.
In this talk we give an overview of the security threats to railway
systems that have emerged recently. We also argue that
problems can be solved by making systems more resilient to
attacks, so that they can maintain their essential functions
despite the presence of attacks.

Stefan Katzenbeisser

Stefan Katzenbeisser is a professor for Security Engineering at
Technische Universität Darmstadt. His main research interests
lie in system security, in applied cryptography and in critical
infrastructure protection. He holds a Ph.D. in Computer Science
from the Vienna University of Technology. Prior to joining TU
Darmstadt he has a Senior Scientist at Philips Research

Digitization is announced as the solution to most of the current
challenges within the railway sector. More capacity, higher
availability, more satisfied customers through end to end
navigation and information for trips are the benefits from this
initiative.
Beside the challenges in building the systems, designing the
networks, specifying the interfaces, a more connected railway
world causes more potential cyber threats. DB is pushed by the
own will and need to secure its system and officially asked to fulfil
standards by the law.
Dealing side by side with legacy and digitization, the implementation of cyber security measures is a balancing act between
processes, techniques and the human factor. The presentation
will give an insight to the current running projects and the overall
goal.
Biography Mr. Schubert to follow.
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